LV2: Osnovna analiza mreznog prometa
Karlo Flegar 3.a, 29.9.2023.
PRIPREMA ZA VJEZBU:

1. Stojei&emu sluzi protokol ARP?
Protokol ARP je Address Resolution Protocol, tj. komunikacijski je protokol za odredivanje
fizickih adrea, a sluZi za dobivanje fizicke adrese (MAC adrese) iz poznate logicke (IPv4)
adrese.

2. Sto je i ¢emu sluZi protokol ICMP?
ICMP je komunikacijski protokol koji je ugraden u svaki IP modul kako bi usmjernicima ili
racunalima omogucio slanje kontrolnih poruka o greSkama, a sluzi prijavljivanju gresaka bez
njihovog ispravljanja.

3. Sto zna$ o naredbi ping?
Naredba ping je osnovni mrezni alat koji sluzi za provjeru dostupnosti odredenog hosta
povezanog u IP mrezu. U naredbenom retku se zadaje ili ping hostname za provjeru
povezanosti s nekom stranicom, ili ping IPv4 adresa kako bi smo provjerili povezanost s
raCunalom.

1ZVODENJA VJEZBE:

1. Povezati dva susjedna racunala odgovarajuéim kabelom te uspostaviti P2P spoj.
Topologija:

D S

P PC2
2. Konfigurirati racunala za rad u mrezi, pri cemu koristiti adresnu shemu prema tablici:
Oznaka na shemi PC1 PC2
Maziv radne stanice WSx WSy
IP adresa 192168102 192 168.103
Subnet maska 2552552550 2552552550
Default Gateway 192.168.10.1 192.168.10.1




Adrministrator: Command Prompt

C:A\WINDOWSA\system32>netsh interface ipv4 show config

Configuration for interface "Ethernet”
DHCP enabled: No
IP Address: 192.168.18.3
Subnet Prefix: 192.168.18.8/24 (mask 255.255.255.

Default Gateway: 192. 1.1
Gateway Metric: 256
InterfaceMetric: 25
S5tatically Configured DNS Servers: None
Register with which suffix: Primary only
Statically Configured WINS Servers: None

Configuration for interface "Npcap Loopback Adapter”
DHCP enabled: Yes
IP Address: 169,254,222 .39
Subnet Prefix: 169.254.8.8/16 (mask 255.255.8.8)
InterfaceMetric: 25
DNS servers configured through DHCP: MNone
Register with which suffix: Primary only
WINS servers configured through DHCP: None

Configuration for interface "Loopback Pseudo-Interface 1"
DHCP enabled: No
IP Address: 127.6.8.1
Subnet Prefix: 127.8.8.8/8 (mask 255.8.8.8)
InterfaceMetric: 75
Statically Configured DNS Servers: None
Register with which suffix: None
Statically Configured WINS Servers: None

C:A\WINDOWS\system32>netsh interface ipv4 set address name="Ethernet”™ static 1
92.1658.18.3 255.255.255.6 192.168.18.1

C:\WINDOWS\system32>ipconfig fall

Windows IP Configuration

Host MName ..
Primary Dns Suffix
MNode Type . . . . .
IF Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Description . . . . . . . . . . . ! Realtek PCIe GBE Family Controller
Physical Address. . . . . . . . . : 78-85-C2-CE-9B-92

DHCP Enabled. . . . . . . . . . . ! Mo

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : feB8::1deb:f8c8:47f6:3af8%5(Preferred)

IPv4d Address. . . . . . . . . . . ! 192.188.18.3(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255,255.8




> pconTlg /S«

Windows IP Configuration

Host Mame . . . . . . . . . . . . ¢ W53 _LAB 2 3
Primary Dns Suffix . . . . . . . :

Noc : « « « +« « « « « : Hybrid

IP i N ([

WINS e = = o« + = « « 1 No

DHCP Enabled.
i

NetBIOS over Tcpip.

Ethernet adapter Npcap Loopback Adapter:

C2-CE-9BE

Pokrenuti program Wireshark. Pri¢ekati da se prikaze prvih dvadesetak redaka, a
onda zaustaviti hvatanje (Capture — Stop).



a. Koliko je to¢no okvira Wireshark ,,uhvatio“?
Uhvatio je 24 okvira.

M “Ethernet - x
File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help
Am e [ MRE [es = Q|
y a disg ter ... <Cirl- ~| Expression... | +
Source Destination Protocol  Length Info
AsrockIn_ce:9b:92 Broadcast ARP 42 who has 192.168.10.1? Tell 192.168.10.3
. 192.168.16.2 192.168.186.255 NBNS 92 Name query NB WS6_LAB_8_8<88>
8. ASrD(kIn_(E:Qh:QQ Broadcast ARP 42 who has 192.168.10.17 Tell 192.168.18.3
8. 192.168.18.2 192.168.18.255 NBNS 92 Name query NB WSS _LAB 2 3<@@8>
8. 192.168.18.2 224.8.8.251 MDNS 77 Standard query @x@@@@ A Ws9_LAB_2 3.local, "QM" question
8. fedd::3820:de3e:bs7.. ffa2::7b MDNS 97 Standard query @x@@@@ A Ws9_LAB_2 3.local, "QM" question
o. fe8@::3020:de3e:b87.. ffo2::1:3 LLMNR 91 Standard query @x3925 A WS9_LAB_2 3
a. 192.168.16.2 224.8.8.252 LLMNR 71 Standard query @x3925 A WS9_LAB_2 3
1. fed0::3020:de3e:b87.. ffB2::1:3 LLMNR 91 Standard query @x3925 A WS9_LAB_2_3
1. 192.168.16.2 224.8.8.252 LLMNR 71 Standard query @x3925 A WS9_LAB_2_3
1. 192.168.16.2 192.168.18.255 NBNS 92 Name query NB WS9_LAB_2_3<@@:>
1. ASrD(kIn_:e:Eh:EQ Broadcast ARP 42 who has 192.168.10.17 Tell 192.168.18.3
1. 192.168.10.2 192.168.18.255 NBNS 92 Name query NB NASTAVNICKOLB23<88>
1. 192.168.18.2 224.8.8.251 MDNS 81 Standard query @x@@8@ A NASTAVNICKOLB23.lecal, "QM" guestion
1. fedd::3820:de3e:bs7.. ffa2::7b MDNS 181 Standard query @x2888 A NASTAVNICKOLB23.local, "QM" gquestion
1. fe8@::3020:de3e:b87.. ffe2::1:3 LLMNR 95 Standard query @xe789 A NASTAVNICKOLE23
1. 192.168.10.2 224.9.0.252 LLMNR 75 Standard query @xe789 A NASTAVNICKOLB23
1. 192.168.16.2 224.8.8.251 MDNS 77 Standard query @x@e0@ A WS9_LAB_2_3.local, "QM" guestion
1. fe80::3020:de3e:b87.. ffa2::fb MDNS 97 Standard query @x@@@@ A WS9_LAB_2_3.local, "QM" question
2. fed0::3020:de3e:b87.. ffB2::1:3 LLMNR 95 Standard query @xe7@9 A NASTAVNICKOLB23
2. 192.168.16.2 224.8.8.252 LLMNR 75 Standard query @xe7@9 A NASTAVNICKOLB23
2. 192.168.16.2 192.168.186.255 NBNS 92 Name query NB WS9_LAB_2_3<@8>
2. 192.168.10.2 192.168.18.255 NBNS 92 Name query NB NASTAVNICKOLB23<88>
24 2.851919 192.168.18.2 224.8.8.251 MDNS 81 Standard query @x@@8@ A NASTAVNICKOLB23.lecal, "QM" guestion
Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: AsrockIn_ce:9b:92 (7@:85:c2:ce:9b:92), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocel (request)
[ ff ff ff ff ff ff 78 85 c2 ce 9b 92 83 @6 @@ @1 p =
) F ieachark Fiharnat M7AN0IANR1TIE 20E4TT mrannn Darbates 94 « Nienbauads 74 (100 N0 Drrfla: Mafa it

b. Koje su oznake protokola na tim okvirima?
NBNS, MDNS, LLMNR, ARP.
c. Koristeéi dostupne informacije sa predavanja/Interneta opisi kratko funkcije
tih protokola.
NBNS -
MDNS-
LLMNR — Link_Local Multicast Name Resolution je protokol temeljen na
formatu paketa DNS (Domain Name System) koji omogucuje IPv4 i IPv6
hostovima da izvrSe razrjeSenje imena za hostove u lokalnoj vezi.
d. Analiziraj okvir koji u sebi nosi:
> ARP paket (protokol) request te ispis
1. PolaziSnu MAC adresu
70:85:c2:ce:9b:92
2. OdrediSnu MAC adresu
00:00:00:00:00:00
3. Polazisnu IP adresu
192.168.10.3



PwWnNPE

Odredisnu IP adresu
192.168.10.1

{ M Wireshark - Packet 12 . Ethernet - O >

Frame 12: 42 bytes on wire (336 bits), 42 bytes captured (336 bits
' Ethernet II, Src: AsrockIn ce:9b:92 (78:85:c2:ce:9b:92), Dst: Broa
* Address Resolution Protocol (regquest)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@xB580)

Hardware size: &

Protocol size: 4

Opcode: request (1)

Sender MAC address: AsrockIn_ce:9b:92 (78:85:c2:ce:9b:92)
Sender IP address: 192.168.18.3

Target MAC address: B8:80:88_80:08:80 (08:00:808:00:08:80)
Target IP address: 192.168.18.1

< >
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ARP paket (protokol) — reply
Polazisnu MAC adresu

Odredisnu MAC adresu

Kolika je veli¢ia svake od ovih adresa?
Polazisnu IP adresu



5. Odredi$nu IP adresu
e. Kako glasi odredisna MAC adresa prvog Ethernet okvira kod ARP protokola i
zasto?
4. Zadatak
5. Racunala ponovno spojiti u Skolsku mrezu i provjeriti mrezne postavke. U¢itati tri
web stranice po Zelji i pratiti promet na vezi pomo¢u alata Wireshark.



